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ABC
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Phishing?
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ABC
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I am convinced that there are only two types of 
companies: those that have been hacked and 
those that will be. And even they are converging 
into one category: companies that have been 
hacked and will be hacked again.

- Robert Mueller
Former F.B.I. Director
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1 In 4 Law Firms Are Victims Of A Data Breach
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The average total cost of a data 
breach is $3.92 million
- IBM

2019 Cost of a Data Breach Report
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Why Security Awareness Training?



• Patch systems
• Vulnerability Management
• Deploy antivirus
• Email targeted threat protection
• Remove privileged accounts
• Log Review
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Security Operations Center
How I Met Your Hacker

• Web Filtering
• Intrusion Prevention
• Security Awareness training and 

education
• Back up important files on an 

isolated network for recovery
• Password policies



Thank you.
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owusu@kraftkennedy.com   /   (800) 523-3081
kraftkennedy.com



Anatomy of an Account 
Takeover















Steps Taken

IDENTIFY HOW AND WHEN THE 
ATTACKER GAINED ACCESS TO 

THE ACCOUNT

UNCOVER RULES AND LOGIN 
LOCATIONS TO DETERMINE 
WHERE THE ATTACKER WAS

2FA

USER TRAINING AND TESTING CHANGE IN POLICY REGARDING 
LARGE WIRE TRANSFERS 
REQUIRING ADDITIONAL 
VERBAL APPROVALS



•Daniel Reyes, CISSP
•Managing Director
•LDI CONNECT
•dreyes@myldi.com



Placeholder for video clip re: data loss w Risk Committee



Placeholder for video clip re: data loss with Operating Committee



Placeholder for Operating Committee Risk Matrix



Placeholder for audio clip re: call about malware

























Talk To Us
Mailing Address

135 Engineers Road, #130
Hauppauge, New York 11788

Email Address
czegers@ivioncs.com

Phone Number
(631) 212 - 0151 @christopherzegersIVIONICSLEGAL.COM
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